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1. #§ 4 (Introduction)

1.1 4F £ $#%3F (Document Overview)
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the security risk assessment report of Product name device, designed in Product name
software development project.) F]4* » AJF 2 & 35 ¢

o b *& %~ 17 The risk analysis,

o i ' :T#3F 2 The risk assessment report,

o L ' if HEAE'L The risk traceability matrix with software requirements.

1.2 i* i Efk(Evaluation Team)
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1.3.1 31 % ¢hd % <+ ¢ (Project References)
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1.3.2 31 % &k % g7/ 4,(Standard and Regulatory References)
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1 ISO 14971:2019 Medical devices -- Application of risk management to medical devices
2 IEC 62304:2015 Medical device software - Software life cycle processes
3 AAMI TIR 57:2016 | Principles for medical device security—Risk management
4 IEC 80001-2-8:2016 | Application of risk management for IT-networks incorporating medical
devices
5 NIST SP 800
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2. — 4 & F(General Requirement)

2.1 & % #§ 4 (Product Introduction)
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2.1.2 g ¥ * i& (Intended Use)
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2.1.3 g A8 & L3 1798 127 g M 8L H (System Operating Architecture And

Software Bill Of Materials)
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2 CycloneDX. Available: https://cyclonedx.org

® Software Identification. (SWID) Available: https://pages.nist.gov/swid-tools/

* Software Package Data Exchange. Available: https:/spdx.dev/
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SRS M %t PRE > B RPFFP (Security Requirement Specification SRS
No. (SRS) Description)

SRS-01 FA @GR > EIDF R e}

SRS-02
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2.3 % > wi%K 3 (Security Detail Design, SDD)

A &R E > w3tk 3 (Security Detail Design, SDD) » 1245 SRSen& 723 ** 4 & >
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;QD(S&D%) L% >3 3R (Security Detail Design, SDD Description)
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2.4 PR % > ZFEFLITRIE(Security Validation & Verification, SVV)
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2.5 if j= 4 58 L (Traceability Matrix)
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3. % 3% (Cybersecurity Assessment)

3.1 #p.% >3 3+ 3F (Cybersecurity Assessment Plan)
ja,g_r%;;hﬁwr NIST SP 800 & % » 44+ 2 5387 :
A SR R L 2 dF ke oo
ﬂ\ﬁ Sl ERLE >R PR
A2 R DR R
RA T2 REE DR G
A 2 ERE D HRIREIR 2

3.1.1 % > = $2E#3 7 (Security Requirement Specification & Threat Modeling)
PRE R PERS IS
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3.2 i v Hl(Data Flow Diagram, DFD)
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® Flow(”— ™)
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® Function (O)
® Input/Output (L) : % zecrzgmr > slic 4 o

Sesed

@ WM (') EAFVEARZFEITEAZZFER -

13




BIB2.18 7 1 H 26k F TR Bk

ENUEE AEER

= i AR A E AR
ShniEeHt HEER

WEERER

- S| iR

3.3 & 5% > & §*(Cybersecurity Threat Analysis)

8 Microsoft

#-3]1- 1 Z . Available: https://docs.microsoft.com/zh-tw/azure/security/develop/threat-modeling-tool-threats

® g
° Microsoft & # #-7] i* 1 £ | * "% <. Available: https://docs.microsoft.com/zh-tw/azure/security/develop/threat-modeling-tool-

mitigations
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Privilege) PL¥F F = 3 sk BEAry psmp @ &85 X6 (Authorization)
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https://docs.microsoft.com/zh-tw/azure/security/develop/threat-modeling-tool-auditing-and-logging
https://docs.microsoft.com/zh-tw/azure/security/develop/threat-modeling-tool-authentication
https://docs.microsoft.com/zh-tw/azure/security/develop/threat-modeling-tool-authorization
https://docs.microsoft.com/zh-tw/azure/security/develop/threat-modeling-tool-communication-security
https://docs.microsoft.com/zh-tw/azure/security/develop/threat-modeling-tool-communication-security
https://docs.microsoft.com/zh-tw/azure/security/develop/threat-modeling-tool-configuration-management
https://docs.microsoft.com/zh-tw/azure/security/develop/threat-modeling-tool-cryptography
https://docs.microsoft.com/zh-tw/azure/security/develop/threat-modeling-tool-exception-management
https://docs.microsoft.com/zh-tw/azure/security/develop/threat-modeling-tool-exception-management
https://docs.microsoft.com/zh-tw/azure/security/develop/threat-modeling-tool-input-validation
https://docs.microsoft.com/zh-tw/azure/security/develop/threat-modeling-tool-session-management
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3.5 ®g % > B> & (Cybersecurity Testing Methodology)
3.5.1 /& iF # #» (Vulnerability Scanning)

Bk AR A e L AURF > HZ A REBEFHFR s BRI RFFR TR E
BFHREY FARERXA - JREAWTT AL IRFAN TEERFFA S ST
FLEET z-ﬁc'rin;;:.a: S % o iRk ¥ F4 1A (flaws) *@g—;ﬁ'—ﬁoﬁ (misconfigurations)rﬁ V-3
4 o arl‘m{v* A gek ek g 2 0 F R R4 1Al R R F ) (buffer overflow) © 44
e B b 4o 53 m&% W E BRI dl A o~ Bnadg{ed & & PR > OWASP & 2k
(https://owasp.org/www-community/Vulnerability_Scanning_Tools )7 | B & F 4 1 £ 7
5T e

172.
0 1 0 0 24
CRITICAL HIGH MEDIUM LOW INFO
Scan Information
Start time: Meon Feb 25 15:05:52 2019
End time: Mon Feb 25 15:06:42 2019

Host Information

DNS Mame: NPIBSE58B
Metbios Name: NPIES658B

IP: 172,

MAC Address: DC:4A:3E:B5:65:8B
0s: HP LaserJet Printer

Vulnerabilities

41028 - SNMP Agent Default Community Name (public)

Synopsis

The community name of the remote SNMP server can be guessed.

Description

It is possible to obtain the default community name of the remote SNMP server.

An attacker may use this information to gain more knowledge about the remote host, or to change the
configuration of the remote system (if the default community allows such medifications).

Solution

Disable the SNMP service on the remote host if you do not use it.
Either filter incoming UDP packets going to thiz port, or change the default community string.

Risk Factor

High
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3.5.2 /% 1% ik & (Penetration Testing)

% 1% PliE(Penetration Test)id F #.d FTX BFp 2 E 2 LR F 5 N RBPIEN 7 o

FI* R A de gt B s o B ORI o PR R R & ok stendp B
T FhEF -

1D: 0b0S4eS5c-7edb-405a-bf61-ea73de64d9dd
Modified: Thu Mar 19 08:11:05 2020
~ Report: Results (69 of 172) Sme

BE:-sorco @l

[ ] [ =T
Apache Tomcat End Of Life Detection (Windows) a 80%. il 8080/tcp BN
Microsoft SQL Server Multiple Vulnerabilities (3065718) - Remote a 80% ‘ generaljtcp (=
Oracle Mysqgl Security Updates (apr2017-3236618) 06 - Windows || 80% 5, 3306/tcp [
Oracle Mysql Security Updates (jan2018-3236628) 03 - Windows (o} 80% Tl 3306/tcp Bs
Oracle Mysql Security Updates-02 (oct2018-4428296) Windows a 80% 3306/tcp BN
Oracle Mysql Security Updates (jan2018-3236628) 04 - Windows a 80% 3306/tcp (=
Oracle MySQL 5.7.x < 5.7.27, 8.0.x < 8.0.16 Security Update (2019-5072835) - Windows a 80% H N 3306/tcp (]
Oracle Mysg| Security Updates (jan2018-3236628) 01 - Windows a 80% I i ] 3306/tcp Bs
Oracle Mysql Security Updates (jan2018-3236628) 05 - Windows a 80% 1 3306/tcp (=1
Oracle Mysg| Security Updates (apr2018-3678067) 02 - Windows (0] 80% 17 3306/tcp (=109
Oracle Mysql Security Updates (jan2018-3236628) 02 - Windows [ 80% 1l 3306/tcp (=1
Microsoft SQL Server Elevation of Privilege Vulnerability (2984340) - Remote O s 80% YNNI generalftcp (=1
Oracle Mysql Security Updates (apr2017-3236618) 02 - Windows (o] 80% 1 3306/tcp (=]
Oracle Mysql Security Updates (jul2017-3236622) 04 - Windows a 80% | 3306/tcp BN
Oracle MySQL Security Updates-05 (jul2018-4258247) Windows O e 80% i1 3306/tcp (=51
Oracle MySQL 5.7.x < 5.7.27, 8.0.x < 8.0.17 Security Update (2019-5072835) - Windows (o] 80% I 3306/tcp (=1
Oracle Mysql Security Updates-01 (oct2018-4428296) Windows (o} 80% 3306/tcp Bn
Oracle MySQL Security Updates-06 (jul2018-4258247) Windows (o] sow NN 3306/tcp (=]
Oracle Mysql Security Updates (apr2018-3678067) 03 - Windows a 80% | 3306/tcp [
Oracle Mysql Security Updates (0ct2017-3236626) 01 - Windows a 80% 3306/tcp (=1
Oracle Mysql Security Updates-04 (oct2018-4428296) Windows a 80% 1 3306/tcp (=]

Oracle MySQL 5.x < 5.6.45, 5.7.x < 5.7.27, 8.0.x < 8.0.17 Security Update (2019-5072835) - Windows 30% 1 ] EENIe 5% |
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Yitdgr— ?1;9‘ R R 235 —p &% 4 (Cybersecurity Self-Checklist)
R ECFRFHRRL 22 RFBGEEP TR
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W= L AR AP 23 * Rk /B (Common Vulnerabilities and Exposures, CVE)

(£ RHBLFREHNSE, FH*LER* FRAAA Y BFHg 7HF
CVE” -NVD®% FHE > A5 6| HHF 2 R F > LR NERAE H% o L K
TR 213972 PR FH A o RIE R _CVE.94EF1%~2136 “T5) 2 Bk 4
HiFE -]

W B #&@(Common Vulnerabilities and Exposures, CVE)&_F 3t % 2

GEREAR TR 2 ﬁé X RF T EA “Eu%i'%fi*“ﬁ% EEXFIEAR G PR EEHINA
CVE #7i% 7\ i1 % %033 BEi% 31§ %ﬁ/P ERERYD 2 EAEY I ER MITRE#TE 5
National Cybersecurlty FFRDC#7§ i& s - #-open source™ ic & 7 H s & * 2 33 B4k
HARTHEFFT RS -
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2
A

12 https://cve.mitre.org/
B3 https://nvd.nist.gov/vuln/search
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